
 

 

KARDDER, INC. PRIVACY POLICY  
 

Last Modified:  October 30, 2018 

Kardder, Inc. („Kardder”) values the privacy of its users, customers, and partners. Kardder 

respects your privacy and is committed to using responsible practices in the collection, 

maintenance, and use of your information. This Privacy Policy (“Policy”), as modified from time 

to time, describes our practices in connection with information collected through our website 

(together with all subdomains, related websites, and related mobile device applications, the 

“Website”) and all software solutions provided to our customers (together with all related 

mobile device applications).   

If you are in the European Union, Kardder which owns and operates the Website that you are 

visiting will be the data controller responsible for the collection and use of your Personal 

Information. Kardder is the data controller responsible for the collection and use of your 

Personal Information. If you have a query about how your Personal Information is being used, 

you can contact the data controller through the Global Privacy Officer whose contact details 

appear below. 

As a general principle, information you provide to us will only be used or shared by Kardder as 

outlined in this Policy. By visiting or using the Website or software solutions, you agree to 

the practices and policies set forth in this Policy. If you do not agree to the terms of this 

Policy, you may not use the Website or software solutions. 

1. What information do we collect and process? 

We collect two basic types of information from you in conjunction with your use of the Website 

and Software solutions – Personal Information and non-Personal Information. 

“Personal information” is any information that can individually identify you and includes, as an 

illustrative example and without limitation, your first and last name, postal address, email 

address, telephone number, credit card information, credentials (passwords, password hints, and 

similar security information used for authentication and account access), demographic data (age, 

gender, country, preferred language), etc. 

“Non-Personal Information” includes information that does not personally identify you, but is 

information that may be automatically collected about you.  Such information may include, as an 

illustrative example and without limitation, tracking and usage information about your location, 

use of the Website and the Internet, use of the software solutions, IP address, user preferences, 

browser information, and data and time of user activity. 

 

 

Personal Information 



 

 

There are a number of circumstances in which you voluntarily supply us with your Personal 

Information. The following lists the most common ways in which we collect your Personal 

Information: 

 

 Registration for an account on the Website; 

 Submission of Personal Information when doing business with us or providing services to 

us; 

 Submission of employment-related information provided on job applications submitted 

through the Website, including, for example, job preferences, work history, and other 

Personal Information; 

 Sign up to receive information, promotional information, or related services from us; 

 Participation on social media accounts involving Kardder; 

 Submission of questions, comments, or feedback through the Website, the software 

solutions, or otherwise; or 

 Any other place on the Website or software solutions where you knowingly volunteer 

Personal Information. 

Social Media Sites 

When you interact with a Kardder on or through a social media platform, such as Facebook, 

Twitter, or LinkedIn, we collect the Personal Information that you make available to us on that 

page or account, including your user ID and/or username, and any information you have made 

public in connection with that social media service. Please note, however, that we will comply 

with the privacy policies of the corresponding social media platform and we will only collect and 

store such Personal Information that we are permitted to collect by these social media platforms.  

Our Website includes social media widgets, such as Facebook, Twitter, and LinkedIn widgets. 

These features collect information about your IP address and which page you‟re visiting on our 

Website, and they set a cookie to make sure their features function properly. Social media 

features and widgets are either hosted by a third party or hosted directly on our Website. Your 

interactions with those features are governed by the privacy policies of the companies that 

provide them. 

Children‟s Online Privacy  

Kardder respects the privacy of children, and we are committed to complying with the Children‟s 

Online Privacy Protection Act (COPPA). We do not intentionally collect Personal Information 

from children. If you are under the age of thirteen (13), you may not register for an account on 

the Website or use the software solutions. If we learn that a child under 13 has provided Personal 

Information to us without verification of parental consent, we will take commercially reasonable 

steps to delete that information. 

If you are under 16 years of age and reside in the European Union, you must provide an email 

address for your parent or legal guardian, and before you can access or use the Website or the 

software solutions, Kardder must receive your parent‟s or legal guardian‟s express consent. You 

will not receive access or the ability to use the Website or the software solutions, and we will not 



 

 

collect additional Personal Information from you, until we receive your parent‟s or legal 

guardian‟s consent. Your parent or legal guardian may revoke consent at any time, and Kardder 

will take reasonable steps to delete all Personal Information collected from you. Kardder will 

also provide your parent or legal guardian with the ability to request to review your Personal 

Information, prohibit further collection of your Personal Information, and delete, or instruct the 

deletion of, your Personal Information. 

Non-Personal Information 

Some information is automatically received and sometimes collected from you when you visit or 

use the Website or software solutions. The following lists the most common information that is 

automatically received or collected: 

 The name of the domain and host from which you access the Internet, including the 

Internet protocol (IP) address of the device you are using and/or the IP address of your 

Internet Service Provider; 

 The type and version of Internet browser software you use and your operating system; 

 Websites visited before or after you visit our Website; 

 The date and time you access the Website, the length of your stay, and the specific pages 

that you access while visiting the Website; and  

 Information concerning the country of origin of your device and the language(s) used by 

it. 

We use this information to monitor the usage of our Website and software solutions, assess 

performance, ensure technological compatibility with your device, and understand the relative 

importance of the information provided on the Website and software solutions. We may also use 

this data to conduct statistical analyses on visitors‟ usage patterns and other aggregated data. 

Use of Cookies/Tracking Technology 

When you interact with the Website, we automatically receive and record information on our 

server logs from your browser, including your IP address, “cookie” information, and the page 

you requested.  

Cookies and other tracking technologies (such as pixels and beacons) are comprised of small bits 

of data that often include a de-identified or anonymous unique identifier. Websites, apps and 

other services send this data to your browser when you first request a web page and then store 

the data on your computer so the website can access information when you make subsequent 

requests for pages from that service. We may use these technologies to collect and store 

information about your usage of the Website (such as the pages you have visited, content you 

have viewed, search queries you have run, and advertisements you have seen), which 

information is then used to understand your preferences so as to enable us to provide you with 

improved services in future visits, and to compile aggregate data about site traffic and 

interactions so that we can offer better experiences and tools in the future. 



 

 

We use the following cookies: strictly necessary cookies, preference/functional cookies, 

performance cookies, advertising cookies, and analytics cookies. 

Strictly necessary cookies.  These cookies are essential in order to enable you to move around 

our Sites and use their features. These are temporary cookies that last only as long as your web 

browser is open, and are used for technical purposes such as enabling better navigation on our 

Sites.  Without these cookies, services you have asked for cannot be provided.  Once you close 

your browser, the cookie disappears.  

Preference/Functional cookies: These cookies allow us to save and remember information about 

you that is already entered, in order to personalize the Sites for you based on your preferences 

and selections.  Loss of information stored in a preference cookie may make the website 

experience less functional but should not prevent it from working. 

Performance cookies: These cookies help enhance your experience when using our Sites by 

making them work and deliver services that you expect, such as navigating around our Sites‟ 

pages or accessing secure areas of the Sites.  

Advertising cookies: We use these cookies to make advertising more engaging to our users.  

When visiting our Sites, data about you and your online activities is collected and subsequently 

used to provide targeted ads.  These ads are tailored to your individual interests, either by us, our 

affiliates, or third-parties. Some common applications of these cookies are to select advertising 

based on what is relevant to you and to avoid showing ads you have already seen.    

Analytics cookies: We, as well as third-party vendors acting on our behalf (such as Google), may 

use first-party cookies (such as the Google Analytics cookies) and third-party cookies (such as 

the DoubleClick cookie) or other third-party identifiers to gather anonymous analytics and 

statistics about our Website and how it is are being used by our visitors so we can improve our 

Website. Our web server storage logs may collect the domain names, internet protocol addresses, 

the types of web browsers, and certain data of visitors to the website. 

Most browsers are initially set to accept cookies, but you can change your settings to notify you 

when a cookie is being set or updated, or to block cookies altogether. Please consult the “Help” 

section of your browser for more information. Please note that by blocking any or all cookies, 

you may not have access to certain features, content, or personalization available through the 

Website. 

We utilize email tracking systems that provide us with data such as who opened or forwarded an 

email, the time it was opened, and whether the reader clicked certain links within the email. 

Analytics 

Data about your activities online may be collected for use in providing advertising tailored to 

your individual interests, either by us, our affiliates, or third parties. We may work with third 

parties such as network advertisers and ad exchanges to serve advertisements across the internet 

and may use third party analytics service providers to evaluate and provide us and/or third parties 

with information about the use of these ads on third party websites and viewing of ads and of our 

content.  



 

 

We and these third-party vendors, including Google, may use third-party technologies (such as a 

Facebook Custom Audience Pixel) together with our own first party technologies in order to 

analyze ad impressions, your use of ad services, and interactions with these ad impressions and 

ad services. The information collected may also include information about your visits to our 

Sites, include the pages you have viewed and what content you have seen. These third-party 

tracking technologies may be set to, among other things: (a) help deliver advertisements to you 

that you might be interested in; (b) prevent you from seeing the same advertisements too many 

times; and (c) understand the effectiveness of the advertisements that have been delivered to you. 

You can opt out of certain advertising by visiting the Network Advertising Initiative consumer 

opt out page at http://optout.networkadvertising.org/, by using the Google Analytics Opt-out 

Browser Add-on available at https://tools.google.com/dlpage/gaoptout, or by visiting the Digital 

Advertising Alliance‟s opt-out page at https://www.aboutads.info/choices. Please note, at this 

time we do not respond to browser-based “do not track” signals.  

Email and Other Communications 

We may contact you by email or other means at an email address that you have provided to us. 

For example, we may send you account information or promotional offers. If you do not want to 

receive email from us, please let us know through the “unsubscribe” feature included in our 

communications.  

2. How do we use your information? 

We use the information we collect from you and about you to help us personalize and continually 

improve your experience with the Website and the software solutions. You have no obligation to 

provide us with any of your information, but you may not be able to use or access certain 

portions of the Website or the software solutions if you do not provide us with your Personal 

Information (and you cannot use our Website or software solutions without agreeing to the terms 

of this Policy).  

As non-limiting examples, we use the information we collect from and about you in the 

following ways: 

 Providing the features, products and services you request: We may use the information we 

collect about you to fulfill your requests for, and enable your use of, our features, products 

and services. 

 Registration and promotions: We may use your information to register you for certain 

features, products and services in line with your chosen marketing preferences. 

 To communicate with you and provide you with information: We may use your information 

to communicate with you, to respond to your questions or comments, to provide you with 

updates and news, or to alert you when job vacancies that fit your profile arise (in the event 

that you submit your resume). We also may use your information to provide you with 

personalized content and information, and to send you brochures, samples, offers, and other 

information concerning the software solutions or our family of companies.  

 When we perform our obligations under a contract with you: We may use your information 

when you work for us either as an employee or a service provider or apply for a job with us 



 

 

as necessary in connection with your contract of employment or services agreement. If you 

are a customer, client, or a user of our services we will use your Personal Information to 

carry out our obligations under the contract that we have with you. 

 To deliver to you relevant advertising: We may purchase and use opt-in e-mail lists to 

contact potential customers who we believe may be interested in products or services from 

Kardder. We will honor opt-out requests and ask those providing lists to give us assurances 

that e-mail contact information is provided only for those consumers who have expressed a 

desire to receive offers and information by e-mail. We also may use demographic and 

preference information to allow advertising related to Kardder products and services to be 

targeted to the users for whom they are most pertinent. This is designed so that users will 

see advertising that is most likely to interest them, and advertisers can display their ads to 

people who are most likely to be receptive. 

 To provide you with other offers: Sometimes we will make offers and information available 

to you through the mail. For example, when customers place an online order or sign up for 

to receive information online we may add them to the list to receive information by mail. 

We may also use lists we have received from third parties or public sources to send you this 

information, and, as is routinely done in the mailing list business, may exchange names and 

addresses (but not e-mail addresses absent consent) of our customers with companies who 

may also contact you by mail. You may “opt-out” of receiving offline communications 

from us any time. 

 To improve our websites, features, products and services: We may use the information that 

we collect to improve Kardder‟s product offerings, services, as well as our websites and 

features. 

We will store your information only for as long as we need to use your information for the above 

purposes. 

3. How do we share and disclose your information? 

We will only share Personal Information as provided in this Policy, and within our company and 

corporate affiliates. We do not and will not sell or trade your Personal Information to any third 

party outside of Kardder. 

Service Providers 

We may make your information available to certain third-party service providers, such as 

contractors, vendors, or payment processors, who help us manage or provide services offered on 

our Website or software solutions, such as hosting, analytics, customer service, etc. We may 

need to share your Personal Information with them, but we require that all of our service 

providers keep Personal Information confidential and not disclose it to third parties and not use it 

for any other purpose. 

Emergency Situations 

We may also use or disclose your Personal Information if required to do so by law or in the 

good-faith belief that such action is necessary to (a) conform to applicable law or comply with 



 

 

legal process served on us, the Website, or the software solutions; (b) respond to requests from 

public and government authorities; (c) protect and defend our rights or property, the Website, the 

software solutions, or our users; or (d) act under emergency circumstances to protect the personal 

safety of us, our affiliates, agents, the users of the Website or software solutions, or the public. 

Merger, Sale, Or Bankruptcy 

If we sell all or part of our business, or make a sale or transfer of our assets, or are otherwise 

involved in a merger or transfer of all or a material part of our business, or are involved in a 

bankruptcy, Kardder may transfer your information to the party or parties involved as part of that 

transaction. 

California Disclosures 

If you are a California resident and have an established business relationship with us, you can 

request a notice disclosing the categories of Personal Information we have shared with third 

parties, if any, for the third parties‟ direct marketing purposes, during the preceding calendar 

year. To request a notice, please submit your request to the contact information provided below. 

California law also permits residents of California to opt-out of Kardder‟s disclosure of Personal 

Information to third parties for their direct marketing purposes. You may choose to opt-out of the 

sharing of your Personal Information with third parties for marketing purposes at any time by 

submitting a request in writing to the contact information provided below. Please note that this 

opt-out does not prohibit disclosure made for non-marketing purposes. 

How Information is Stored and Processed 

Personal information collected on our Website and software solutions, or received by Kardder 

from you or third parties, may be stored and processed in the United States or any other country 

where we or our service providers maintain facilities. 

The servers and databases in which information is be stored may be located outside the country 

from which you accessed the Website or software solutions, and in a country that does not have 

the same privacy laws as your country of residence. The Personal Information you provide us 

may be transmitted abroad, but we will collect, process and use Personal Information only in 

accordance with this Policy. 

International Transfer of Information 

If you choose to provide us with Personal Information, we may transfer that information to our 

affiliates and subsidiaries or to other third parties, across borders, and from your country or 

jurisdiction to other countries or jurisdictions around the world in accordance with legal 

requirements. Kardder primarily uses European Union Commission Standard Contractual 

Clauses for data transfers from the European Union to countries outside the European Economic 

Area. Kardder also uses the EU-US Privacy Shield framework for data transfers between the EU 

and US. 



 

 

Employment-Related Information 

Employment-related information and queries may be transferred to any member or entity within 

Kardder. By visiting this Website and submitting information, you consent to such collection, 

processing, transfer and/or storage of your Personal Information.  

4. How do we secure your information? 

We are committed to ensuring that your information is secure. We use commercially reasonable 

efforts to protect your Personal Information collected, used, stored, shared, or transferred through 

the Website or the software solutions from access, loss, misuse, alteration, or destruction by any 

unauthorized party. Please understand, however, that no transmission of data over the internet or 

any other public network can be guaranteed to be 100% secure. We do not promise, and you 

should not expect, that your Personal Information or private communications will always remain 

private. You are also responsible for taking reasonable steps to protect your information against 

unauthorized disclosure or misuse such as by maintaining the confidentiality of your username 

and password, and logging out of your account when not using the Website or Software 

solutions. 

5. How do you access and control your Personal Information? 

You can view, edit, or delete your Personal Information online. You can also make choices about 

Kardder‟s collection and use of your Personal Information.  How you can access or control your 

Personal Information will depend on which products or services you use.  If you wish to view, 

edit, or delete your Personal Information, please refer to the Contact information below. 

6. Data retention policy 

We have a legitimate interest in collecting and processing your information for the purposes we 

have outlined in this Policy and so that we can optimize your experience with the Website and 

Software solutions.  We retain and store your Personal Information only for as long as is needed 

to fulfill the purposes outlined in this Policy, unless a longer retention period is required or 

permitted by law (such as tax, accounting or other legal requirements).  When we have no 

ongoing legitimate business or need to process your Personal Information, we will either delete 

or anonymize it, or, if this is not possible (for example, because your Persona Information has 

been stored in backup archives), then we will securely store your Personal Information and 

isolate it from any further processing until deletion is possible. 

7. Links to or from other websites  

This Policy applies solely to information collected by, or on behalf of, Kardder. Please note that 

the Website may link to other websites and online services operated by third parties. These 

websites and applications operate independently from us, and we do not control their privacy 

policies, which may be different from ours. Kardder is not responsible for the data collection, 

use, disclosure, or storage practices (or any action or omission) of companies or organizations to 

which our Website may provide links. We encourage users to be aware when they leave our 



 

 

Website and to read the privacy policies of any third party website, application, or other platform 

that requests or collects Personal Information from or about you. 

8. Notice to non-U.S. users 

As the Internet is a global environment, collecting and processing Personal Information may 

involve the transmission of this data internationally, including into and/or outside of the United 

States. Therefore, by communicating electronically with us, you acknowledge and agree to your 

personal data being processed in this way. 

Specifically, if you are located outside of the United States, please be aware that by using the 

Website or software solutions, your Personal Information may be transferred to the United 

States, the privacy laws of which may be deemed by your country to have inadequate data 

protection. If you are located outside of the United States and voluntarily submit Personal 

Information to us, you thereby consent to the general use of such information as provided in this 

Policy and to the transfer of that information to, and/or storage of that information in, the United 

States. 

If you reside in the European Union, you have certain rights under the European Data Protection 

Regulation (“GDPR”), including: 

 The right to be informed of the Personal Information we collect and how we process and 

use that data; 

 The right to request access to your Personal Information;  

 The right to request that inaccurate Personal Information be rectified, or completed if 

incomplete; 

 The right to request erasure of your Personal Information; 

 The right to restrict our processing or use of your Personal Information; 

 The right to obtain and reuse your Personal Information for your own purposes; 

 The right to object to our processing or transferring your Personal Information; 

 The right to withdraw your consent for us to use your Personal Information; and 

 The right to lodge a complaint with a supervisory authority under the GDPR. 

In response to receiving a request for one of the rights set forth above, Kardder will timely 

comply with the request within the time periods set forth in the GDPR for each right. Several of 

the above rights are not absolute and apply only in certain circumstances. Kardder will comply 

with requests for those rights as set forth in the GDPR. We are intent on resolving any issues 

relating to our handling of your Personal Information, and you may contact us at any time 

regarding any questions or concerns. 

We do not make any decisions about you based on automated processing of your Personal 

Information.  

 

 



 

 

9. Changes to Policy  

We reserve the right to revise this Policy from time to time in our sole discretion. We will post 

and maintain the most recent version of the Policy on the Website. We may not notify our 

Website visitors or software solutions users of any such revisions by email, phone, or other 

personal contact. You are responsible for reviewing this Policy upon each visit to the Website or 

use of the software solutions. You can determine if the Policy has been revised since your last 

visit by referring to the “Last Modified” date at the top of the Policy. 

10. Contact Us  

We are committed to working with you to resolve any complaints you may have regarding this 

Policy or the treatment of your Personal and Non-Personal Information. If you have any 

questions about this Policy or its implementation, please contact us: 

 By Mail:  21550 Oxnard St., Suite 970, Woodland Hills, CA 91367 

 

 By Email: support@kardder.com 

 

 


